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Abstract

Agreement problems, such as consensus, atomic broadcast, and group membership, are
central to the implementation of fault-tolerant distributed systems. Despite the diversity
of algorithms that have been proposed for solving agreement problems in the past years,
almost all solutions are crash detection based (CDB). We say that an algorithm is CDB if
it uses some information about the status crashed/not crashed of processes. Randomized
consensus algorithms are rare exceptions non-CDB algorithms. In this paper, we revisit
the issue of non-CDB algorithms. Instead of randomization, we consider ordering oracles.
Ordering oracles have a theoretical interest (e.g., they extend the state of the art of non-CDB
algorithms) as well as a practical interest (e.g., they remove altogether the burden involved
in tuning timeout mechanisms). To illustrate their use, we present solutions to consensus
and atomic broadcast, and evaluate the performance of the atomic broadcast algorithm in a

cluster of workstations.

*Also appears in EPFL Technichal Report IC/2002/010, March 2002.



1 Introduction

The paper addresses the issue of solving agreement problems, which are central to the im-
plementation of fault-tolerant distributed systems. Consensus, atomic broadcast, and group
membership are examples of agreement problems. One of the key issues when solving an agree-
ment problem is the choice of the system model. Many system models have been proposed in the
past years: synchronous models [11, 15, 16, 6], partially synchronous models [12], asynchronous
models with failure detectors [9, 8, 2, 3], timed asynchronous models [10], etc. Despite the diver-
sity of these models, almost all algorithms that have been proposed to solve agreement problems
have the common point of being Crash Detection Based (CDB). We say that an algorithm is
CDB if it uses some information about the status crashed/not crashed of processes. Typically,

” or “if p is suspected to

a CDB algorithm contains statements like “if p has crashed then ...
have crashed then ...” There is a notable exception to the near universality of CDB algorithms:
randomized consensus algorithms [7, 19], which are not CDB.

There are two motivations for this work. The first one is theoretical: it advances the state of
the art of non-CDB algorithms, a class of algorithms that has been under-explored. The second
motivation is practical: CDB algorithms require tuning of the failure-detection mechanism they
use, which has been regarded as a nuisance for a long time [14]. To illustrate the problem,
consider a system that wants to react quickly to failures. Since reaction to failures is ultimately
triggered by some timer mechanism, such a system should have a very short timeout. However,
due to variations in the system load, a short timeout may incur false failure suspicions. False
failure suspicions are problematic because they lead to actions (e.g., determining a new coordi-
nator) that will increase the system load and degrade performance even further. Of course, one
way to reduce false failure suspicions is to increase the timeouts, but then the system no longer
has a fast response to failures. By removing failure suspicions from the algorithms, we eliminate
this problem of tuning: non-CDB algorithms operate in the presence of failures just as quick as
they operate in their absence. Given the widespread use of computer clustering — the environ-
ment to which our algorithms are best suited, we believe that non-CDB algorithms represent an
important paradigm to be exploited in the design of high-performance fault-tolerant systems in
the years to come.

The non-CDB algorithms presented in the paper assume an asynchronous system model
in which processes may fail by crashing. It is well known that consensus (and other agree-

ment problems) are not solvable in an asynchronous system where processes may fail [13]. To



make agreement problems solvable, we extend the asynchronous system with ordering oracles
(Section 2), which (1) receive queries consisting of messages and (2) output messages. The
specification of an oracle links the queries to the outputs. The paper defines two ordering ora-
cles: the k- Weak Atomic Broadcast oracle (k-WAB oracle) where k is a positive integer, and the
Weak Atomic Broadcast oracle (WAB oracle). Intuitively, our oracles ensure that messages are
delivered in the same order from time to time. The k-WAB oracle ensures the ordering property
k times. The WAB oracle ensures it an unbounded number of times.

Section 3 is devoted to consensus: we give two non-CDB algorithms, both requiring the
1-WAB oracle. The first one, called B-Consensus algorithm, is inspired by Ben-Or’s randomized
consensus algorithm [7] and requires f < n/2, where n is the total number of processes and
f is the number of faulty processes. The second, called R-Consensus algorithm, is inspired
by Rabin’s randomized consensus algorithm [19] and requires f < n/3.! These two algorithms
show an interesting resilience/complexity tradeoff: the consensus algorithm inspired by Ben-Or’s
algorithm has a time complexity of 30 and f < n/2, while the consensus algorithm inspired by
Rabin’s algorithm has a time complexity of 26 and f < n/3.

Our consensus algorithms can be compared to the leader-based consensus algorithms pre-
sented in [1]. Although partly similar in structure to ours?, the consensus algorithms we propose
in this paper have a better time complexity. This is because the approach in [1] relies on a leader
oracle, that is, an oracle which eventually outputs the same leader process; implementing such
an oracle requires a failure detection mechanism. Failure detection is not needed in our algo-
rithms, which are based on weak ordering oracles that match the behavior of current network
broadcast primitives, and so, can be efficiently implemented.

In Section 4, we consider atomic broadcast, and we extend our R-Consensus algorithm to
an atomic broadcast algorithm. While the R-Consensus algorithm requires the 1-WAB oracle,
the atomic broadcast algorithm requires the WAB oracle. The reduction of atomic broadcast
to consensus is well known [9]. We consider here a different solution that closely integrates
the ordering oracle with the atomic broadcast algorithm. Our new atomic broadcast algorithm
has a time complexity of 20 and requires f < n/3. Section 5 discusses some experiments we
have conducted to evaluate the performance of the proposed atomic broadcast algorithms, and

Section 6 concludes the paper. Proofs are given in the Appendices.

!Contrary to Ben-Or’s and Rabin’s algorithms, our algorithms solve the non-binary consensus problem.
*Even though this is not mentioned in [1], similarly to ours, the algorithms in [1] follow the structure of the
randomized algorithms proposed by Ben-Or [7] and Rabin [19].



2 System Model and Ordering Oracles

2.1 System Model

We consider an asynchronous distributed system composed of n processes {pi,...,pn}, which
communicate by message passing. A process can only fail by crashing (i.e., we do not consider
Byzantine failures). A process that never crashes is correct, otherwise it is faulty. We make no
assumptions about process speeds or message transmission times.

Processes are connected through quasi-reliable channels, defined by the primitives send(m)
and receive(m). Quasi-reliable channels have the following properties: (i) if process ¢ receives
message m from p, then p sent m to ¢ (no creation); (ii) g receives m from p at most once (no
duplication); and (iii) if p sends m to ¢, and p and ¢ are correct, then ¢ eventually receives m

(no loss).

2.2 Ordering Oracles

Every process has access to an ordering oracle, defined by properties relating queries to out-
puts. Queries to an oracle are requests to broadcast messages, and outputs of an oracle are
messages (that were ask to broadcast by an oracle). More formally, an oracle is a set of oracle
histories that satisfy properties relating queries to outputs [4].> We introduce the Weak Atomic
Broadcast oracle, defined by queries of the type W-ABroadcast(r,m), and outputs of the type
W-ADeliver(r,m), where r is an integer and m is a message. The parameter r groups queries
and outputs, i.e., it relates different queries and outputs with the same r value. A Weak Atomic

Broadcast oracle satisfies an ordering property (defined below) and the following two properties:

e Validity: If a correct process queries W-ABroadcast(r,m), then all correct processes
eventually get the output W-ADeliver(r, m).
e Uniform Integrity: For every pair (r,m), W-ADeliver(r, m) is output at most once, and

only if W-ABroadcast(r, m) was previously executed.

Our oracle also orders the outputs W-ADeliver(r,m). However, not all outputs need to be
ordered: we call the property weak ordering. To define this property, we introduce the notion

of canonical sequence of queries, and the notation ﬁrstp(r). A canonical sequence of queries,

3In [4] an oracle is a function that takes a failure pattern F and returns a set O(F) of oracle histories. This
is because the oracles in [4] include failure detectors. We do not consider failure detectors here as our approach
does not need them.



by some process p, is a sequence of queries (1) that starts with the query W-ABroadcast(0, —),
and (2) where the query W-ABroadcast(r,—) of p, » > 0, can only be followed by the query
W-ABroadcast(r + 1,—). A canonical sequence of queries can be finite or infinite. Given an
integer 7 and a process p, we denote by first,(r) the message m such that (r,m) is the first pair
with integer r that the oracle outputs at p. Using canonical sequences of queries, we define the

following ordering properties:

e Eventual Uniform 1-Order: If all correct processes execute an infinite canonical se-

quence of queries, then there exists r such that for all processes p and g, we have first,(r) =

first (7).

To illustrate this property, consider three processes pi, p2, and ps, executing the following

queries to the oracle:

e p; executes W-ABroadcast(0,m1); W-ABroadcast(1,mg); W-ABroadcast(2,ms).
e py executes W-ABroadcast(0, m4); W-ABroadcast(1,m5); W-ABroadcast(2, mg).
e p3 executes W-ABroadcast(0,m7); W-ABroadcast(1, mg); W-ABroadcast(2, myg).

Assume the following prefixes of sequences, obtained from the outputs of the oracles of each

process (for brevity, we denote next W-ADeliver(r,m) by (r,m)):

® Pi1: (Oam1)7 (1am2)v (Oam4)’ (27m3)v (O,’I’I’L?), etc.
o po: (0,ma); (0,m1); (1,m5); (0,m7); (2,m3); etc.

® p3: (03m4)7 (07m7)v (2am3)’ (13m8)a etc.

Here we have first, (0) = my, first,, (0) = my, first, (0) = m4, etc. The eventual uniform
l-order property holds since we have first,, (2) = first,,(2) = first,,(2) = ms.

We generalize the eventual uniform 1-order property as follows:

e Eventual Uniform k-Order: If all correct processes execute an infinite canonical se-
quence of queries, then there exist k£ values 71, ..., such that for all processes p and ¢

and 1 <4 < k, we have first,(r;) = first,(r;).

If the oracle satisfies the eventual uniform k-order property, we will also say that the oracle

satisfies the ordering property k times. We can now define our two oracles:



