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Abstract

The process of moving business to the Inter-
net through e-commerce solutions seems to have
gained unstoppable momentum. We believe, how-
ever, that the success and pace with which busi-
ness services will migrate to the Internet will be
dictated by the ability to provide them with de-
pendability guarantees. In this short paper we sur-
vey the progress we are making towards providing
fault-tolerating mechanisms in e-speak, the Open
Source software platform for building e-commerce
applications. Among the various issues we discuss
are the interceptor programming model as infras-
tructural enabler of dependability, high-availability
features of the e-speak platform itself, and exactly-
once semantics and transactional properties for
services running on top of e-speak.

1 E-Speak

E-speak is an Open Source effort initiated by
Hewlett Packard that targets the rapid develop-
ment of Internet business applications [5, 8]. It
anticipates a world in which ‘e-services’ will inter-
act dynamically, transparently and securely over
the Internet to offer a multitude of services. This
service-centric scenario is known as ‘Chapter 2’
of the Internet, following the current chapter of
document-centric standalone e-commerce sites.

In this paper we discuss how to build depend-
able Chapter 2 e-services with e-speak. We restrict
our attention to dependability as far as it relates to
fault-tolerance.! Robustness against failures (ac-

1We use the terms dependability, reliability and avail-
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Figure 1. E-Speak Architecture

cidental or malicious) is crucial for e-commerce so-
lutions, since service breaches correspond to busi-
ness (and thus money) loss.

Let us first introduce e-speak to the ex-
tent relevant for dependability solutions. More
complete or alternatively focused presenta-
tions can be found on the e-speak web site
http://www.e-speak.net, or in [5], which pro-
vides a web-centric discussion. In e-speak, each
service consists of an engine that provides web ac-
cess to the service and mediates all communica-
tion through its core (see Figure 1). The tasks
of the core include message routing, service ad-
vertisement, service discovery, local naming, and
dealing with various aspects of security. To store
names and service handles, the core uses a reposi-
tory. Note that the core’s advertisement and dis-
covery functions are staples of the Chapter 2 vision
behind e-speak.

Applications (that is, services) running on e-
speak link with the e-speak library to connect to

ability liberally and interchangeable in this paper. If nec-
essary, we introduce precise terminology for various system
properties in the respective sections.



the core (the current e-speak implementation is
all Java). Various programming models for ser-
vices are offered, including synchronous method
invocation and asynchronous XML document ex-
change. The engine’s web access module allows
browsers to interface with e-speak services [5], and
to complete the interoperability picture, gateways
to non-e-speak aware services can be added.

In what follows, we provide e-speak with fault-
tolerance in three steps. First, we introduce
basic ‘infrastructural’ support for dependability
through interceptors and reliable messaging. Then
we make the core and repository of the platform
dependable. Finally, we provide protocols for ser-
vice dependability. We note that not all of the
infrastructural and platform aspects are part of
the Open Source, but we will make that clear in
the text. The service-level dependability solutions
are mostly based on recent research results, some
of them accompanied by prototypes on different
platforms than e-speak. In other words, we dis-
cuss both implemented solutions and research re-
sults in this paper, together representing our vi-
sion on what constitutes dependable Internet ser-
vices, and how to build them. This vision can best
be characterized as focused on end-to-end, service-
level, dependability solutions, built in an (as much
as possible) application-transparent manner.

2 Infrastructure Support for Depend-
ability

Some of e-speak’s features provide inherent sup-
port for dependability: the dynamic discovery of
services helps to facilitate fail-over mechanisms,
and the use of a repository helps to create ser-
vice state persistence. As discussed in the follow-
ing sections, e-speak’s infrastructure includes two
more aspects important for dependability: an in-
terceptor programming model and reliable persis-
tent messaging.

2.1 Interceptor Programming M odel

One of the primary design concerns behind our
work is transparency to application code. Sepa-
rating dependability features from the application
code is beneficial for various reasons, one being
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that properties can be guaranteed across applica-
tions, without modifying the application code. An
important building block in our approach to pro-
viding this separation is the addition to e-speak of
an interceptor programming model [7].

An interceptor logically resides between the ap-
plication and the e-speak middleware, see Figure
2. At this level, the interceptor is able to inspect
and alter all interactions between the application
and the middleware. This permits one to modify
the interactions between application components,
such as to introduce the platform and service-level
dependability protocols described in Section 3 and
Section 4. Obviously, the use of interceptors is not
limited to reliability, but can be useful for all sorts
of QoS properties, as well as functional features.
In addition to the hooks for interceptors, we also
built an operational management platform to al-
low dynamic insertion and removal of these inter-
ceptors to running services (this is not part of the
Open Source release.)

Interceptor control is part of the e-speak library.
When a service registers with a core, an intercep-
tor control service for it is also created. The con-
trol interface is invoked by the e-speak dispatch
code on each remote method invocation, and is re-
sponsible for insuring that the proper interceptor
modules are called. Similarly, on the client side,
interceptor control is invoked by the stub object
generated by the IDL compiler.

The critical run-time interceptor objects are the
‘request’ object, the ‘control’ object, and the ac-
tual interceptor implementation object. The re-
quest object stores a reified representation of each



