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Abstract

The evolving needsof conductingcommerce using the Internetrequiresmore than just network
quality of service(QoS) mechanisms for differentiatedservices. Empirical evidencesuggeststhat
overloadedservers canhave signi� cantimpacton userperceived responsetimes. Furthermore, FIFO
schedulingdoneby servers caneliminateany QoS improvementsmadeby networkdifferentiatedser-
vices. Consequently, Server QoSis a key componentin delivering end to endpredictable,stable,and
tieredservicesto endusers.This paperdescribesour researchandresultsfor WebQoS an architecture
for supportingserver QoS. Wedemonstratethatthroughclassi�cation,admissioncontrolandschedul-
ing we cansupportdistinct performancelevels for differentclassesof usersand maintain predictable
performanceevenwhentheserver is subjectedto aclient requestratethat is several timesgreaterthan
theserver's maximum processingrate.

1 Intr oduction

Much of the current researchand engineeringin the � eld of quality of service(QoS) hasfocusedon
network performanceattributes[3]. This hasbeenprincipally motivatedby theapplicationrequirements
for isochronousstreamswhich have strict constraintson bandwidth,delayandjitter. TheIETF [6, 5] has
codi�ed proposalsfor network QoSwith thegoalof supportingdifferentiatedservices.

As Internetusagegrows it hasbecomeapparentthatnon-isochronousapplicationssuchas delivering
staticanddynamicallygeneratedwebpagescanalsobene�t from QoS.Asdemonstratedin NorthAmerica
duringtheholidayseasonin late1998,themarket for electroniccommerceincreaseddramatically. This
unexpectedand unpredictableincreasein client demandresultedin increasedcongestionand queuing
in the servers. Consequently, server responsetimesgrew andconsumerpatienceshrunk. Additionally,
someapplicationsdesirepreferentialtreatmentfor usersor serviceswhich is foreign to the egalitarian
philosophyof TCP/IP andHTTP. For example,duringtheUS stockmarket panicof October1998large
andsmall investorsalikeweregreetedwith “serverbusy” errorsfrom on-linetradingcompanies.For these
applicationssigni� cantrevenueswerelost by not beingable to processlarge trades.As theseexamples
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illustratenetwork QoSby itself is not suf� cient to supportend to endQoS. The serversmustalsohave
mechanismsandpoliciesfor establishingandsupportingQoS.

We hypothesizedthat servers would becomean importantelementin delivering QoS. In 1997our
researchsetouttoanswerthefollowingquestionsrelatedto making Internetbasedapplicationspredictable
andstableso thatthey couldsupporttheimpendingelectroniceconomy. TheseInternetapplicationshave
a potentialclient populationin themillions of usersandit is importantto understandwhat requirements
they placeon serversandnetworks.

Whatis theimpactof Internetworkloadson servers?

Whatis theimpactof server latency on end to endlatency?

Whatservermechanismsarenecessaryto improvequalityof service?

How canserversbeprotectedfrom overload?

How can servers supporttiered (differentiated)userservice levels with uniqueperformanceat-
tributes?

In this paperwe will examinethesequestionsandprovide resultsbasedon empirical observationsof
our WebQoSresearchprototype.We will show that theserversplay an increasingrole in providing end
to end QoS and that tiered servicescanenablenew applicationcapabilitiesfor existing Internetbased
applicationssuchas theweband e-commerce.

2 Serversand QoS

In the summerof 1997HP Labsresearchershadthe opportunityto instrumentandmonitor oneof the
largestISPsin North America.This researchallowedus to quantifythedelaycomponentsfor web,news
andmail services.A simpli� edtopologyof theISP's network anddatacenteris shown in � gure1.

Thedatacentercontainedhundredsof serverssupportingweb,news,mail andotherIP basedservices.
Clientsaccessedthesesystemsthroughthe200pointsof presence(POP)locatedin theUnitedStates.

A mixtureof activeandpassivemeasurementtechniqueswereusedto collectperformancemetrics[7].
Theactivetechniquessimulatedactualusersby periodicallyissuingprede�nedrequests.For example,the
newsserversweretestedwith aclient basedscript thatalways returnedaknown 40Kbyte responses.The
passive measurementsderived datafrom performancecountersandlog �les in applicationsandsystem
software.

A representativesample of measurementsfor thiswell engineerednetwork areshown in thefollowing
two � gures.In � gure2 thenntpserver responsetime for requestsof 40 Kbytessizedarticlesareplotted
duringa 24-hourperiod. Most of the time thesmoothedresponsetime wason theorderof 1-2 seconds
with apeaknear7 seconds.Figure3 plotsthecoastto coastnetwork responsefor a40 Kbytestransferfor
8 of thebusiestPOPs. Themedianvaluerangesfrom 300to 700milliseconds.From thedatacollectedat
this large ISPsiteweconcludedthatserverswerecurrentlyasigni�cant componentin endto end delay.

E-commerceapplicationsaremorecomplex thanthis simple news workload. They consistof client,
network,webserverandapplicationcomponentseachof whichcontributesto theendto endperformance.
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Figure1: ISP ServerandNetwork Topology

Figure2: ISPserver responsetime
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Figure3: ISP network responsetime

Severaltrendsareaffectingnetwork andserverperformancefor thesecomplex applications.First,network
latency is decreasingas the backbonemoves towards622 Mbps and1 Gbpsbandwidth. Second,some
ISPsprovide guaranteednetwork latency andin thefutureprivatepeeringagreementsbetweenbackbone
providerswill further improve the performanceof IP traf�c. As cachesbecome more pervasive static
contentresponsetime will be improved. Furthermore,client accessnetwork latency is improving two to
tentimeswith therapidadoptionof ISDN, DSL andcablemodems.

At the sametime, thereare several trendsthat are increasingserver latency time for sophisticated
Internetapplications.First, � ashcrowdscanoverloada popularserver leadingto sluggishresponsetimes
or, worseyet, an inability for clients to connectat all [10]. Furthermore,serverscanbecomeso busy
that they endup wastingresourcesby processingrequestsonly to � nd too latethat theuseris no longer
interestedand hasterminatedtheTCP/IPconnection.Second,new applicationtechnologiesalsoincrease
the processingdemandson the server. Some of thesenew technologiesinclude JAVA, SecureSocket
Layer (SSL) for security, dynamicdata,databasetransactions,andsophisticatedapplicationmiddleware
components.Third, themediaalsohasbecomemuchricher with larger andmore imagesbeingusedas
sitestry to woo consumersby distinguishingtheir site from another. Audio, voice, andvideo arealso
becoming more prevalentand estimatesarethat they will become a signi�cant fractionof all IP traf�c in
thenext few years.

We alsodiscoveredthatoverloadedserversarea major force in poorendto end QoS.Our measure-
mentsof busywebsitesfoundthefollowing problem.In � gure4 theresponserateversustheHTTPGET
rateis plottedfor a typical webserver. As expected,whenmeasuredfrom an HTTP requestperspective,
the responserategrows linearly until theserver nearsmaximumcapacity. At this point anasymptoteis
reachedbut themaximumthroughputof theserver is unchangedover a rangeof increasingrequestrates.
In �gure 5 the same data is presentedbut now analyzedfrom a client's perspective. This sessionview
representsthesequenceof HTTPrequeststhatoccurbetweenaclient browserandawebserver in orderto
downloadall requiredpagesandlogically completeausertransaction.For example,asessionmayinclude
browsingfor a booktitle, adding itemsto a shoppingcart,and payingwith a credit card. From this ses-
sionperspective thesessionthroughputcollapsesrapidly astheserver becomesbusydueto queuingand
congestionon theserver. This queuingresultsin timeoutsand clientsthatgive up and aborttherequest.
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Figure4: Server HTTPGET throughput
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Figure5: Serversessionthroughput

Furthermore,longer lengthsessions,which have more commercialvalue since they aremore likely to
resultin a �nancial transaction,have a dramaticallylower throughputcomparedto shortersessionssince
the probability that an HTTP requestin this sequenceis lost grows exponentiallyas the sessionlength
increases.Notethatthenetwork performanceis nota factorin thisscenario.

But why not over-provision the server and not have to deal with the issue? Unfortunately, if one
examinesthe evolution of web applicationsone � nds a steepgrowth in the client demandcurve that
makes provisioningproblematicandnot conducive to static resourceallocationapproaches.Historically,
applicationsexecutingon a mainframesupporteda few thousandclients.Theseapplicationsevolved to a
client-serverworld of tensof thousandsof clients.Now Internetapplicationenvironmentsarefacedwith a
client populationthatappearsessentiallyin�nite. Consequently, bruteforceserver resourceprovisioning
is not �scally prudentsinceno reasonableamountof hardwarecanguaranteepredictableperformance
for � ashcrowds. Furthermore,over-provisioning of serverscannotprovide tieredservicesfor usersor
applicationsthatrequirepreferentialtreatment.

Furthermore,while Network QoS providedby differentiatedservicesis a critical componentfor the
predictabilityandstability of anInternet-basedapplicationit isonly partof thepicture.Intelligentnetwork
bandwidthmanagementandcongestionavoidancefeaturescannotresolveschedulingor bottleneckprob-
lemsat theserver. Networking devicesthatperformclassi�cationoperationsandbandwidthreservationto
speedalongpacketsareunderminedby theprevalentFirst-In-First-Out(FIFO)schedulingpoliciesusedin
mostUnix kernelssincea busyserver indiscriminatelydropshigh priority network packets[8]. Network
QoSand its associatedpacket prioritiesareineffective whentheserver dropssucha packet. Supporting
tieredserviceson a useror applicationbasisrequiresserver QoSmechanisms. Clearly the server must
play anincreasinglyimportantrole in deliveringendto end QoSbothto provide overloadprotectionand
to alsoenabletieredservicesupport.

3 Architecture for Server BasedQoS

Our WebQoSserver architecturehas focusedon an application environment that consistsof multiple
nodessupportingwebserver, applicationserveranddatabaseservers.Our philosophywas to createa low
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overhead,scalableinfrastructurethatwas transparentto applicationsandwebservers.

Figure6: WebQoSarchitecture

Our goalwasto supporttwo key capabilities.First, thearchitecturemusteffectively managepeaksin
client HTTP requestrates.Second,it mustsupporttieredservicelevelsthatenablepreferentialtreatment
of usersor services.In order to supporttieredservicelevelswe observedthatwithout classesbesteffort
traf�c competesequallywith premiumtraf�c for scarceresources.This resultsin poorperformancefor
all users.Our solutionusesschedulingand admissioncontrol to improveperformancefor premium tiers.
Thearchitectureis shown in �gure 6. This architectureacceptsincoming requests,reordersthembased
on schedulingpolicies,andtransparentlysubmitsthemto thewebserver for normalprocessing.

In orderto processrequestsaccordingto their importancetherequest'sclassmustbedetermined.The
requestclassi�cation setsQoSattributesbasedon the � lters andpoliciesde� nedby the systemadmin-
istrator. Requestsfrom premiumusers areclassi�ed as high priority and given preferentialprocessing
treatment. After a requestis classi�edtherequestcanberejectedor executedaccordingto thescheduling
policiesappropriateto eachclass. The admissioncontrol componentdeterminesif this requestshould
beprocessed.If so, thentheclassi�cationattributesareusedby requestschedulingto determinehow to
enqueueanddispatchthisrequest.Sessionmanagementis usedto providesessionsemanticsandmaintain
sessionstatefor the statelessHTTP protocol. Additional mechanismscanbe usedto control resource
allocationon theserver. Resourceschedulingensuresthathigh priority tasksareallocatedandexecuted
ashighpriority processesby thehostoperatingsystem.

Thearchitecturealsosupportsintegrationwith network QoSmechanismssuchasreadingandmarking
IP Type of Service(TOS) or DifferentiatedServices�elds which cangive drop preferencebehavior for
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TCP connections.We alsosupportintegrationwith managementsystemsso thatWebQoScon� guration
parameterscanberemotelyset andinternalmeasurementscanbeexortedfor monitoringpurposes.

Werealizedthisarchitecturein aprototypethatintercepts,classi�es,queuesandschedulestheTCP/IP
requeststransparentlyto anApachewebserver.

3.1 RelatedWork

Othereffortshave beenmadeto implementdifferentiatedserviceson webservers. In [4], ResourceCon-
tainersareusedto accountfor andcontrolconsumptionof operatingsystemresourcesby differentclasses
of requests[4]. This operatingsystemcontrolmechanismhasbeenshown to ensureclass-basedperfor-
mancein webservers.Anotherapproachis theschedulingof webserver worker processeswith thesame
priorty as the request[2]. This ensuresthat the higher priority requestsareexecuted� rst oncethey are
assignedto a workerprocess.

Externaldevices suchas intelligent switchesor routerscan be placedin front of a web server to
interceptweb traf�c. Alteon,Packeteer, and Local Director switch productscanbe con�gured perform
requestaware traf�c shaping. Typically, thesedevicesareusedas load balancersfor a clusterof web
servers. Otherswitchescandifferentiateperformancebasedon applicationtypeusingadmissioncontrol
andbandwidthreservation[12].

4 Prototype

To achieve preferentialtreatmentof differentclasseswe modi�ed theFIFO servicingmodelof a popular
webserver – Apache,version1.2.4 [9]. This typical webserver is composedof a collectionof identical
worker processesthat listen on a UNIX socket for HTTP connectionsand serve requestsas they are
received.

In thissectionwediscussthemajorcomponentsof theprototype.Theseincludeaconnectionmanager,
requestclassi�er, admissioncontroller, requestscheduler, and resourcescheduler.

4.1 Connection Manager

We modi�ed Apacheby creatinga new uniqueacceptorprocess,theconnectionmanager, that intercepts
all requests.This processclassi�es therequestandplacestherequeston theappropriatetier queue.The
Apacheworker processesreceiverequestsfrom thesequeuesinsteadof directly from theHTTPsocket. A
worker processselectsthenext requestbasedon theschedulingpolicy. For example,work from thetop
tier will beprocesses� rst for priority scheduling.This bit of indirectionallows our schedulingpolicies
to decidewhich requestsareprocessed� rst and which requestscanbe rejected.Figure 7 illustratesthe
designof theprototype.

Sinceall requestsmust be acceptedby the connectionmanagerit is essentialthat the connection
managerruns frequentlyenoughto keeprequestqueuesfull. If the connectionmanagerdoesnot run
frequentlyenoughworker processesmay executerequestsfrom lower tiersbecauseall therequestsfrom
highertiershave beenprocessedeven thoughtheremaybe top tier requestswaiting to be accepted.This
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resultsin a server that is more “f air” but may allocateserver processesto lower priority work andthus
make it dif� cult to quickly respondto newly arriving premiumrequeststherebyviolating thepreferential
treatmentpolicy. In addition, if the connectionmanagerdoesnot run frequentlyenoughrequestsmay
�ll the TCP listen queueuntil its limit is reachedandno other TCP connectionswill be allowed to the
HTTP port; consequently, premiumrequestsareprohibitedfrom establishinga TCP connectionand thus
dropped.

4.2 Request Classi� cation

A key requirementto supporttieredservicesis theability to identify and classifythe incomingrequests
of eachclass.Thereareseveralways to classifyrequests.Theseclassi�cationmechanismscanbedivided
into two categories,user-classor target-classbased.User-classbasedclassi�cationcharacterizesrequests
by thesourceof therequest,and target-basedclassi�cationclassi�es by thecontentor destinationof the
request.Speci� cally, wesupportthefollowing classi�cation� lters.

User-classbasedclassi�cation

– Client IP addressis usedto distinguishan individual client from another. This methodis the
simplestto implement. However, the client IP addresscanbe masked dueto proxiesor � re
walls, so thismethodhaslimited application.

– HTTP cookies,a uniqueidenti� er sent to the browser, can be embeddedin the requestto
indicatewhich classtheclient belongsto. For example,a subscriptionto a particularservice
is implementedas apersistentcookie.A cookiecanalsobeusedto identifya sessionthathas
beenestablishedfor sessionbasedclassi�cation.

– Browserplug-inscanalsoembedspecialclient identi�ers in thebodyof eachHTTP request.
Such a plug-in couldbe downloadedby clientswho have paid for a subscriptionto premium
service.

Target-classbasedclassi�cation
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– URL requesttypeor � lenamepathcanbeusedtoclassifytherelativeimportanceof therequest.
In thiscasethesenderof therequestis irrelevant.Contentcanbeclassi�edasmissioncritical,
delaysensitiveor best-effort. This would allow e-commercepurchaseactivities, for example,
to havehigherpriority thanbrowsingactivites.

– DestinationIP addressescanbeusedby a server whentheserver supportsco-hostingof mul-
tiple destinations(websites)on thesamenode.

4.3 AdmissionControl

When the server processingrate falls behindthe client demandrate the server becomesunresponsive
to both premium and basicclasses. To protect the server from high client loadssomerequestsmust
be rejected.Naturally, basicrequestsratherthanpremiumrequestsshouldbe rejected� rst andexisting
sessionsshouldbe maintained.Admissioncontrolof basicrequestsis triggeredwhentheserver startsto
beloaded.

We have two admissioncontroltriggerparametersonebasedon theability of total capacitytheserver
andthesecondbasedonly on its ability to keepupwith theperformancedemandof premiumtiers.During
ourexperimentswefoundthatwhentoomany total requestsenteredtheserverpremiumtier performance
sufferedso lower tier requestsarerejectedto shedload. The secondtriggerswhentherearetoo many
premiumrequestswaiting,sincepremiumtier responsivenesisessential.

Total requestsqueued:whentheWebQoSenvironmentreachesaprogrammable triggerpoint,j, the
server will rejectbasicrequestsuntil the total numberof queuedrequestsfalls below j. Note that
this limit is basedon all requestsqueuednoton requestsfor any particularclass.

Number of premiumrequestsqueued:When the WebQoSenvironment reachesa programmable
triggerpoint,k, theserverwill rejectall basicrequestsuntil thenumberof queuedpremiumrequests
falls below k. This rejectionpolicy is sensitive to thewaiting timeof premiumrequests.As long as
premiumrequestsarenot waiting basicrequestscanbeaccepted.

Rejection in the prototypeis doneby simply closingthe connectionwhich resultsin a “connection
resetby peererror”. A moreclient-friendly server could insteadreturna customized“sorry server is too
busy, pleasetry later” HTML response(althoughthiswill consumeadditionalCPUandnetwork resources
thatmightbescarceduringperiodsof overload).

4.4 Request Scheduling

Oncerequestsareclassi�edaccordingto oneof theaboveclassi�cationschemesandadmittedby admis-
sioncontrolthentheservermustactuallyrealizedifferentservicelevelsfor eachclassof requests.This is
doneby selectingtheorderof requestexecution.Workersareautonomousprocessesthatselectrequests
to processbasedon theschedulingpolicy. Theschedulingpolicy may dependon queuelengths.Worker
processesmaybeableto executerequestsfrom any class,or to reservecapacityfor higherclassprocesses
maybe restrictedto executingpremiumclasstraf�c. Below we outlineseveralpotentialpolicies.To pre-
serve Apacheworker processdesign,oncea requesthasbeenselectedit will run until completion. Only
thenis theworker available to processanotherrequest.
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StrictPriority schedulesall higherclassrequestsbeforelowerclassrequestseven whenlow priority
requestsarewaiting.

WeightedPriority schedulesa classbasedon its weightedimportance.For example,oneclasswill
gettwiceasmany requestsscheduledif its classweightis twiceanother's.

Shared Capacity scheduleseachclassto a set capacityand any non-usedcapacitycan be given
to anotherclass. The classmay also have a minimumreserve capacitythat cannotbe assignedto
anotherclass.

FixedCapacityscheduleseachclassto a �x edcapacitythatcannotbesharedwith anotherclass.

EarliestDeadlineFirstschedulesbasedon thedeadlinefor completionof eachrequest.Thiscanbe
usedto givepredictedresponsetimeguarantees.

4.5 ResourceScheduling

To provideeven morecontrol,theexecutionof requestsseveralmethodscanbeusedto favor theexecution
of workersexecutingpremium requestsand retardthe executionof basic requests.The server can set
prioritieson worker threadsor processesto matchthepriorities of therequest.The“nice” UNIX system
call cangive moreCPU to higher tiers. Finally, the HP-UX kernel facility ProcessResourceManager
which is built upona fair shareschedulercancontrol eachworkersshareof systemresources.Eachof
theseschemescanbe eitherstaticallysetup whena worker processis createdor dynamicallychanged
dependingon therequestclassbeingexecuted.

4.6 Apache Source Modi� cations

In keepingwith our philosophyof applicationtransparency thenumberof Apachecodechangesis min-
imal. The http main.c � le has small modi� cationsto start the connectionmanagerprocess,setup
queues(socket pairs),andchangethechild Apacheprocessto acceptrequestsfrom theconnectionmanger
processinsteadof directly from the HTTP socket. Oneadditional � le containingabout900 lines of C,
connection mgr.c , is linked whenbuilding theApacheserver. This new � le containstheclassi�ca-
tion policy, enqueuemechanisms,dequeuepolicies,andconnectionmanagerprocesscode.

Additionalsharedmemoryandsemaphoresarerequiredfor ourprototype.Sharedmemoryis usedfor
thestateof thequeuesand containseachclassqueuelength,numberof requestsexecutingin eachclass,
last classto have a requestdequeued,andthe total count of waiting requestson all classes.Accessto
sharedmemoryis synchronizedthroughtheuseof a semaphore,andoneadditionalsemaphoreis usedto
signalwaitingworkerswhenrequestsareavailable.

5 Results

In this sectionwe evaluate the performanceof the Apachebasedprototype. We give comparisonsof
responsetime,throughput,anderrorratesfor premiumandbasicclientsrunningwith priority scheduling.
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We comparetheperformanceof premium and basicclientswherethepremium requestrateis � xed and
alsowith thepremiumrequestrateidenticalto thebasicclients. We will demonstratein bothcasesthat
premiumclients receive muchbetterservicequality thanbasicclients. To further illustratethepoint we
compareamorerealworld metric,sessionthroughput,of premiumclientswith basicclients.

Test resultsare basedon four client machinessimulatingmany clients issuinguniform sizeHTTP
GETs.Theexperimentalsetupisas follows:

Server: Single-processorK460 (PA-8200 CPU) runningHP-UX 10.20,512 MB main memory,
100-BaseTnetwork connection.Thesize of the listenqueueis setto 32.1 Apachewascon�gured
to run with 32 workerprocesses.

Clients: Four HP 9000 workstations(two 735/99and two 755/99)runningHP-UX 10.20,100-
BaseTnetwork connection.httperf is usedon eachclient to generatetheworkload[11].

Network: 100-BaseTEthernetthroughanHP AdvanceStackSwitch 2000.

The four clients communicatewith the server over the 100-BaseTEthernet. On eachclient, the
httperf applicationis con� guredto issuerequestsat a given � xed rate(e.g.,50 req/s)and for a given
staticweb pageof 8 KBytesfor a 5 minuteperiod. Eachrequesthasa 5 secondtimeout,and if no re-
sponsearrives from theserver within that time period,theclient abortstheconnectionand logsanerror.
Thiseffectively setsan upperlimit (excludingconnectionsetuptime)onresponsedelayasmeasuredatthe
client. Thiswill beevidentin thegraphs.At theendof the5 minuteperiod,statisticsarecollectedateach
client (numberof successfullycompletedrequests,averageresponsetime for theserequests,numberof
requestswhichdid notcompletesuccessfully)andat theserver (CPU utilization). Theclient requestrates
arethenincreasedandtheprocessis repeated,yieldingagraphwhichshowsperformanceasa functionof
increasingofferedload.

Ourresultsarefrom theApacheprototypeusingpremiumtier strict priority schedulingi.e.,lowertiers
areonly executedif no work exists in any highertiers. We also con� guredadmissioncontrol to trigger
rejectionwhentherearej or moretotal numberof queuedrequests,or whentherearek or morepremium
requestswaiting. We evaluatedtheeffect of theseparameterswith �le requestsfor a varietyof sizesand
rates.Throughexperimentationwedeterminedoptimalj andk valuesfor ourserver testcon�guration.

Threegraphsillustrateexperimental resultsfor eachtestcase.The � rst � gure8 plots the percentof
client requeststhatencounteranerroras a functionof thetotal offeredclientdemandrate(which isequal
to thesumof premiumandbasicclients).Thesecondgraph,� gure9, plots thedatathroughputin Mb/sec
asa functionof thetotal offeredclient demand rate. Finally, thethird graph,�gure 10, plotstheaverage
responsetime in millisecondsfor all completedclient requestsas a function of the total offeredclient
demandrate.

In the � rst set of testswe analyzetheerrors,byte throughputandresponsetime of a server handling
onepremiumclient at a � xed rateof 50 req/sandthreebasicclientswith requestratesthatmonotonically
increasefrom 25-325req/s. This resultsin a maximumcombinedclient demandrateof 1025req/s. All
client requestsarefor a � xed objectsizeof 8 Kbytes.Thisexperiment modelsa situationwherethereare

1Thelistenqueueis setwith thelisten() systemcall and whensetwith avaluetheactual queuelength is1.5 timesthatvalue.
In this casewe aresetting a valueof 48.
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Figure8: Errors,premium at 50 req/s
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Figure9: Throughput,premiumat 50 req/s
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Figure10: Response,premiumat 50 req/s

a � xed numberof clientswith a subscriptionfor premiumservice.We hopedto verify if a premiumload
canbe protectedwhile more andmore basictraf�c is added.As shown in �gure 8 at low requestrates
theservercaneasilysatisfyall client requestsandpremium andbasicclientsreceiveexcellentservice.As
theofferedloadincreasesthebasicclientsconsumemoreand morebandwidthuntil theserver's capacity
is exhaustedat around350req/s.At this point thebasicclient requestsstart to berejectedto shortenthe
premiumqueuelengthand thuswaiting time. Noticethat theerrorsstartto climb only for requestsfrom
basicservicetiersasshown in �gure 8. Thepremium client doesnot experienceany errorsuntil thevery
endof the testat 1025req/s(which is nearlythreetimesthe maximumcapacityof the server). At this
point thepremium client serviceexperiencesa small error rateof only 3% (notethat thepremium error
ratemay be dif� cult to readsinceit is at zero for most of this test). The premiumthroughputis very
well protectedas it appearsasa straight line at 3.4 Mbps while the basicrequestthroughputreachesa
maximum at 350req/sandthencontinuesto drop despiteanincreasingrequestrateas shown in �gure 9.
In �gure 10 theaverageresponsetime for premiumclientsalso isprotectedwhile thebasicresponsetime
startsto climb sharplyabove300req/s.

Thesecondperformancemeasurementsarefor premiumandbasicclientsthatmonotonicallyincrease
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Figure13: Response

with eachclientissuinganequalnumberof requests.Theseresultsareshown in �gures 11,12,13. All four
clientshavethesamerequestratesfor agiven pointoneachof thesegraphs.Thus,theproportionof basic
to premium requestsis 3:1. For this experiment resourceallocationat theserver is given preferentiallyto
premiumusersandthey alwayshave a larger fraction even whenthe load is well beyond the maximum
capacityof theserver asshown in � gure12. Thepremiumclientshave betterthroughputandsomewhat
bettererror rates. The responsetime is somewhat misleadingsince basicrequestsare only processed
whentheserver canprocessthemquickly, otherwisebasicrequestsarerejectedandtheresponsetime is
not counted.Thustheresponsetime plottedhereis optimisticsinceit doesnot includerequeststhatare
rejectedor encounteran error. The error ratesarenot asdifferentas we would like. All the errorsfor
premiumclientsaredueto timeoutswhichwesetto 5 secondsin theclient loadgenerator.

Finally, the sessioncompletiontimesare shown in � gure14. This analysisbuilds upon the above
resultsto evaluatea morecomplex interactionsuchas a pagedownloador creditcardpayment. For this
graphthesessionlengthis de�ned to be a sequenceof N consecutiveHTTP requestswith minimal inter-
arrival time. N rangesfrom 2 to 16. Completiontime(i.e. totalsessionduration)is plottedin milliseconds
asa functionof the total client requestrate. The premium sessioncompletion timesarethe lower four
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linesandthesteeplyclimbing top four linesarethesessioncompletiontimesof basicclient sessions.For
a sessionlengthof 2 thepremiumand basicresponsetimesstartto diverge above 350req/s.At a request
rateof 650 the premiumsessioncompletiontime is 60 millisecondswhile the basicsessioncompletion
timehasgrown to 530milliseconds.Similarly, for asessionlengthof 16 thepremiumand basicresponse
timesstartto diverge above 350 req/s. At a requestrateof 650 thepremiumsessioncompletiontime is
450 millisecondswhile the basicsessioncompletiontime hasgrown to 3550milliseconds.With more
complex Webpagesthedifferentiationbetweenpremium and basicsessioncompletion timeswill grow.
Workloadsmeasurementsthatwehaveconductedof majorwebsitesindicatethatasinglepagedownload
mayrequireasmany as50HTTPrequestsso theservicequalitydifferentiationresultsin �gure 14 areless
thanwhata typicaluseris likely to encounteron theWorld WideWeb.

6 Summary

In thispaperwehavemotivatedtheneedfor ServerQoSmechanismsto supporttiereduserservicelevels
andprotectserversfrom client demandoverload.We developedan architecture,WebQoS,that cansup-
port theseQoSbene�ts transparentlyto aTCP/IPbasedapplication.Finally wediscussedaprototypethat
realizedthearchitectureand illustratedits bene�ts throughexperimentalresults.Speci�cally we demon-
stratedthatit canprovidepreferentialtreatmentto premiumusersfor throughput,responsetimeanderror
rates.

Thereare still many unsolved problemsin providing tiered servicelevels end to end. The � rst is
a tighter integrationof server and network QoS and the ability to communicateQoS attributesacross
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network domains.Theapplicability of QoSroutingto this problemalsoneedsevaluation. Second,more
� exible admissioncontrolmechanismsmightemploy acontinuumof contentadaptationinsteadof request
rejection. This would result in the bene�t of a server returningdegradedcontentinsteadof rejectinga
request[1]. Third, lightweight signallingmechanismsareneededto ensurethat high priority traf� c is
given preferentialtreatment along the path betweenclient and server. This is especiallyimportantfor
e-commerceworkloadswhereTCP sessiontimesarevery short. Finally, the implicationsof endto end
QoSon devicesat theedgeof thenetwork shouldbe exploredto determinewhatbene�ts canbederived
from them.
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