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Abstract

The evolving needsof conductingcommerce using the Internetrequiresmore than just network
quality of service (QoS) mechanisrs for differentiatedservices. Empirical evidencesuggestghat
overloadedseners canhave signi cantimpact on userperceved responsdimes. Furtherrore, FIFO
schedulingdoneby seners caneliminateany QoS improvements madeby network differentiatedser
vices. ConsequentlyServer QoSis a key cormponentin delivering end to endpredictable stable,and
tieredserviceso endusers.This paperdescribesour researctandresultsfor WebQoS an architecture
for supportingsener QoS. We denmonstratethatthroughclassi cation,admmissioncontroland schedul-
ing we cansupportdistinct performancelevels for differentclassef usersand maintain predictable
performanceevenwhenthe sener is subjectedto a client requestratethatis several timesgreaterthan
the sener's maximum processingate.

1 Introduction

Much of the currentresearchand engineeringin the eld of quality of service(QoS) hasfocusedon
network performanceattributes[3]. This hasbeenprincipally motivated by the applicationrequirenents
for isochronoustreamsawhich have strict constrainton bandwidth,delay andjitter. The IETF [6, 5] has
codi ed proposaldor network QoSwith thegoalof supportingdifferentiatedservices.

As Internetusagegrows it hasbecomeapparenthatnon-isochronouapplicationssuchas delivering
staticanddynamicallygeneratedvebpagescanalsobene t from QoS.Asdemonstrateth North America
duringthe holiday seasornn late 1998,the market for electroniccommerceincreaseddramatically This
unexpectedand unpredictablencreasan client demandresultedin increasedcongestionand queuing
in the servers. Consequentlyserver responsdimesgren and consumetpatienceshrunk. Additionally,
someapplicationsdesirepreferentialtreatmentfor usersor serviceswhich is foreignto the egalitarian
philosophyof TCP/IP andHTTP. For example,duringthe US stockmarket panicof October1998large
andsmall investorsalik e weregreetedwith “serverbusy” errorsfrom on-linetradingcompaniesFor these
applicationssigni cantrevenueswerelost by not beingable to procesdarge trades. As theseexamples



illustrate network QoS by itself is not suf cient to supportend to end QoS The senersmustalsohave
mechanismandpoliciesfor establishingandsupportingQoS

We hypothesizedhat seners would becomean importantelementin delivering QoS In 1997 our
researclsetoutto answethefollowing questionselatedio making Internetbasedipplicationspredictable
andstableso thatthey could supporttheimpendingelectroniceconomy Thesel nternetapplicationshave
a potentialclient populationin the millions of usersandit is importantto understandvhatrequirements
they placeon senersandnetworks.

. Whatis theimpactof Internetworkloadson servers?
Whatis theimpactof senerlateng on endto endlateny?
Whatsener mechanismarenecessaryo improve quality of service?
How cansenersbeprotectedrom overload?

How can seners supporttiered (differentiated)user service levels with unique performanceat-
tributes?

In this paperwe will examinethesequestionsandprovide resultsbasedon empirical obsenationsof
our WebQoSresearctprototype.We will shav thatthe senersplay anincreasingole in providing end
to end QoS andthat tiered servicescan enablenew application capabilitiesfor existing Internetbased
applicationssuchas theweband e-conmerce.

2 Serwersand QoS

In the summerof 1997 HP Labsresearchertiadthe opportunityto instrumentand monitor one of the
largestISPsin North America. Thisresearchallowedus to quantifythe delaycomponentg$or web, newvs
andmail services.A simpli edtopologyof thelSP' s network anddatacenterisshavnin gurel.

Thedatacentercontainechundredsf serverssupportingveb,news, mail andotherIP basedservices.
Clientsaccessethesesystemghroughthe 200 pointsof presencgPOP)locatedn the United States.

A mixture of active and passve measureranttechniquesvereusedto collect performancemetrics[7].
Theactivetechniquesimulatedactualusersby periodicallyissuingprede nedrequestsFor example the
news sernersweretestedwith aclient basedscript thatalways returneda known 40 Kbyte responsesThe
passve measurementderived datafrom performancecountersandlog les in applicationsand system
software.

A representatie sanple of measurerantsfor thiswell engineeredchetwork areshown in thefollowing
two gures.In gure2 thenntpserver responseime for requestof 40 Kbytessizedarticlesare plotted
during a 24-hourperiod. Most of the time the smoothedesponsdime wason the order of 1-2 seconds
with apeaknear7 seconds Figure3 plotsthe coastto coastnetwork responsdor a 40 Kbytestransferfor
8 of thebusiestPOPs. The medianvaluerangesdrom 300to 700 milliseconds.From the datacollectedat
thislarge ISPsitewe concludedhatserverswerecurrentlya signi cant componentn endto end delay

E-commerceapplicationsare morecomple thanthis simple news workload. They consistof client,
network, webserverandapplicationcomponentgachof which contributesto theendto end performance.
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Figure3: ISP network responséime

Severaltrendsareaffectingnetwork andserver performancedor thesecomplex applications.First, network
lateny is decreasinggs the backbonemoves towards622 Mbps and1 Gbpsbandwidth. Second,some
ISPsprovide guaranteeaetwork lateny andin the future private peeringagreementbetweerbackbone
providerswill further improve the performanceof IP trafc. As cachesbecone more penaswve static
contentresponséime will beimproved. Furthermoreclientaccessetwork lateng isimproving two to
tentimeswith therapidadoptionof ISDN, DSL and cablemodems.

At the sametime, thereare several trendsthat are increasingserver lateng time for sophisticated
InternetapplicationsFirst, ashcrowdscanoverloada popularsenerleadingto sluggishrespons¢imes
or, worseyet, an inability for clientsto connectat all [10]. Furthermore,senerscanbecomeso busy
thatthey endup wastingresourcedy processingequestonly to ndtoo latethatthe useris no longer
interestedaind hasterminatedhe TCP/IPconnection.Secondnew applicationtechnologieslsoincrease
the processingdemandson the server. Some of thesenew technologiesnclude JAVA, Secure Socket
Layer (SSL) for security dynamicdata, databaséransactionsandsophisticatedpplicationmiddleware
componentsThird, the mediaalsohasbecomemuchricherwith larger and more imagesbheing usedas
sitestry to woo consumerdy distinguishingtheir site from another Audio, voice, andvideo are also
beconing more prevalentand estimatesarethatthey will becone a signi cant fractionof al IP trafc in
thenext few years.

We alsodiscoveredthat overloadedserversarea major force in poorendto end QoS.Our measure-
mentsof busywebsitesfoundthefollowing problem.In gure4 theresponseateversusheHTTP GET
rateis plottedfor a typical web server. As expectedwhenmeasuredrom an HTTP requestperspeciie,
the responseate grows linearly until the server nearsmaximumcapacity At this pointanasymptotas
reachedut the maximumthroughputof the serveris unchangeaver arangeof increasingequestates.
In gure 5 the same datais presentedout now analyzedfrom a client's perspectie. This sessionview
representthesequencef HTTP requestshatoccurbetweenra client brovserand awebsenerin orderto
downloadall requiredpagesandlogically completeausertransactionFor example,asessioimayinclude
browsingfor a booktitle, adding itemsto a shoppingcart, and payingwith a creditcard. From this ses-
sion perspeciie the sessiorthroughputcollapsegapidly asthe server becomesusy dueto queuingand
congestioron the sener. This queuingresultsin timeoutsand clientsthatgive up and abortthe request.
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Figure4: Server HTTP GET throughput Figure5: Server sessiorthroughput

FurthermoreJongerlengthsessionswhich have more commercialvalue since they are morelikely to
resultin a nancial transactionhave a dramaticallylower throughputtomparedo shortersessionssince
the probability thatan HTTP requestin this sequences lost grows exponentiallyas the sessionlength
increasesNotethatthe network performanceis notafactorin thisscenario.

But why not over-provision the sener and not have to deal with the issue? Unfortunately if one
examinesthe evolution of web applicationsone nds a steepgrowth in the client demandcurve that
makes provisioning problematicandnot conducve to static resourceallocationapproachesHistorically,
applicationsexecutingon a mainframesupporteca few thousanctlients. Theseapplicationsevolved to a
client-senerworld of tensof thousandsf clients.Now Internetapplicationenvironmentsarefacedwith a
client populationthat appearsessentiallyin nite. Consequentlybrute force sener resourceorovisioning
is not scally prudentsinceno reasonable@mountof hardware can guaranteepredictableperformance
for ashcrowds. Furthermorepver-provisioning of senerscannotprovide tiered servicesfor usersor
applicationghatrequirepreferentiakreatment.

Furthermorewhile Network QoS provided by differentiatedservicesis a critical componentor the
predictabilityandstability of aninternet-basedpplicationit isonly partof thepicture. Intelligentnetwork
bandwidthmanagemenrdndcongestioravoidancefeaturescannotresolhe schedulingor bottleneckprob-
lems attheserver. Networking devicesthatperformclassi cationoperation@ndbandwidthresenationto
speedalongpacletsareunderninedby the prevalent First-In-First-Out(FIFO) schedulingpoliciesusedin
mostUnix kernelssince a busy sener indiscriminatelydropshigh priority network packets[8]. Network
QoSand its associateghacket priorities areineffective whenthe sener dropssucha paclet. Supporting
tieredserviceson a useror applicationbasisrequiressener QoS mechanism. Clearly the sener must
play anincreasinglyimportantrole in deliveringendto end QoSbothto provide overloadprotectionand
to alsoenabletieredservicesupport.

3 Architecturefor Serwver BasedQoS

Our WebQoSserver architecturehas focusedon an application environmentthat consistsof multiple
nodessupportingvebsener, applicationserver anddatabaseservers. Our philosophywas to createa low
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overheadscalableinfrastructurghatwas transparento applicationsandweb seners.

Figure6: WebQoSarchitecture

Our goalwasto supporttwo key capabilities.First, thearchitecturemusteffectively managepeaksin
client HTTP requestates.Second,it mustsupporttieredservicelevelsthatenablepreferentialtreatment
of usersor services.In orderto supporttieredservicelevels we obsenedthatwithout classedesteffort
trafc competesquallywith premiumtrafc for scarceresourcesThis resultsin poor performancdor
all users.Our solutionusesschedulingand adnissioncontrol to improve performancefor premum tiers.
The architecturas shavn in gure 6. This architectureacceptsncomng requestsreordershembased
on schedulingoolicies,andtransparenthsubmitsthemto theweb sener for normalprocessing.

In orderto processequestaccordingto theirimportanceherequests classmustbedeternined. The
requestclassi cation setsQoS attributesbasedon the Iters andpoliciesde nedby the systemadmin-
istrator Requestdrom premiumusess are classi ed as high priority and given preferentialprocessing
treatrment. After arequesits classi edtherequestanberejectedor executedaccordingto the scheduling
policies appropriateto eachclass. The admissioncontrol componentdeterminedf this requestshould
be processedIf so,thentheclassi cationattributesareusedby requestschedulingto determinehow to
enqueuanddispatchthisrequestSessiormangementis usedto provide sessiorsemanticand maintain
sessiorstatefor the statelessHTTP protocol. Additional mechanismsan be usedto control resource
allocationon the sener. Resouce schedulingensureghathigh priority tasksareallocatedandexecuted
ashigh priority processeby the hostoperatingsystem.

Thearchitecturealso supportsntegrationwith network QoSmechanismsuchas readingand marking
IP Type of Service(TOS) or DifferentiatedServices elds which cangive drop preferencebehaior for



TCP connections.We alsosupportintegration with managemensystemsso thatWebQoScon guration
parametersanberemotelysetandinternalmeasurementsanbe exortedfor monitoringpurposes.

We realizedthis architecturan a prototypethatinterceptsclassi es,queuesnd scheduleshe TCP/IP
requestgransparentlyo an Apachewebsener.

3.1 RelatedWork

Otherefforts have beenmade to implementdifferentiatedserviceson web servers. In [4], Resouce Con-
tainers areusedto accountfor and controlconsumptiorof operatingsystenresourcedy differentclasses
of requestg4]. This operatingsystemcontrol mechanismhasbeenshavn to ensureclass-basegerfor-
mancein webseners. Anotherapproachis the schedulingof web senerworker processesvith the same
priorty as therequesi2]. This ensureghatthe higher priority requestsare executed rst oncethey are
assignedo aworker process.

Externaldevices suchas intelligent switchesor routerscan be placedin front of a web sener to
interceptweb trafc. Alteon, Packeteer and Local Director switch productscanbe con gured perform
requestawaretraf c shaping. Typically, thesedevices are usedas load balancersfor a clusterof web
seners. Other switchescandifferentiateperformancebasedon applicationtype usingadnissioncontrol
andbandwidthresenration[12].

4 Prototype

To achieve preferentiatreatmenof differentclassesve modi ed the FIFO servicingmodelof a popular
web server — Apacheyversionl1.2.4[9]. Thistypical web serveris composedf a collection of identical
worker processeshat listen on a UNIX soclet for HTTP connectionsand serve requestsas they are
receved.

In thissectionwe discusghemajorcomponentsf theprototype.Thesancludeaconnectionmanager
requestlassi er, admissiorcontroller requesschedulerand resourcescheduler

4.1 Connection Manager

We modi ed Apacheby creatinga nen uniqueacceptoiprocessthe connectionrmanager, thatintercepts
all requests.This procesglassi es therequestandplacestherequesion the appropriatetier queue.The
Apacheworker processeseceve requestgrom thesequeuesnsteadf directly from theHTTP soclet. A
worker processselectsthe next requestasedon the schedulingpolicy. For example,work from the top
tier will be processesrst for priority scheduling.This bit of indirectionalows our schedulingpolicies
to decidewhich requestsare processed rst and which requestanbe rejected. Figure 7 illustratesthe
designof the prototype.

Sinceadl requestamust be acceptedby the connectionmanagerit is essentiathat the connection
manageruns frequentlyenoughto keeprequestqueuesfull. If the connectionmanagerdoesnot run
frequentlyenoughworker processesnay executerequestgrom lower tiers becausell the requestsrom
highertiers have beenprocesse@ven thoughtheremay be top tier requestsvaiting to be accepted.This
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Figure7: TieredServicedDesign

resultsin a server thatis more “fair” but may allocateserver processes$o lower priority work andthus
make it dif cult to quickly respondo newly arriving premiumrequestsherebyviolating the preferential
treatmentpolicy. In addition,if the connectionmanagerdoesnot run frequentlyenoughrequestamay
Il the TCP listen queueuntil its limit is reachedandno other TCP connectionswill be allowed to the
HTTP port; consequentlypremiumrequestsareprohibitedfrom establishinga TCP connectiorand thus
dropped.

4.2 Request Classi cation

A key requiremento supporttieredservicess the ability to identify and classifytheincomingrequests
of eachclass.Thereareseveralwaysto classifyrequestsTheseclassi cation mechanisms canbedivided
into two cateyories,userclassor tarmget-clasdased.Userclassbasedclassi cationcharacterizesequests
by the sourceof the requestand target-basedlassi cationclassi es by the contentor destinationof the
request.Speci cally, we supportthefollowing classi cation lters.

. Userclassbhasedclassi cation

— Client IP addresss usedto distinguishanindividual client from another This methodis the
simplestto implement. However, the client IP addressanbe maslked dueto proxiesor re
walls, so this methodhaslimited application.

— HTTP cookies,a uniqueidenti er sentto the browser can be embeddedn the requestto
indicatewhich classthe client belongsto. For example,a subscriptiorto a particularservice
is implementeds a persistentookie. A cookie canalsobe usedto identify a sessiorthathas
beenestablishedor sessiorbasedlassi cation.

— Browserplug-inscanalsoembedspecialclientidenti ers in the body of eachHTTP request.
Such a plug-in could be downloadedby clients who have paidfor a subscriptiorto premium
service.

Target-classdasedclassi cation



— URL requestypeor lenamepathcanbeusedo classifytherelativeimportancef therequest.
In this casethe senderof therequesis irrelevant. Contentcanbeclassi ed as missioncritical,
delaysensitve or best-efort. Thiswould allow e-commercgurchasectvities, for example,
to have higherpriority thanbrowsingactvites.

— Destinationl P addressesanbe usedby a senerwhenthe server supportsco-hostingof mul-
tiple destinationgweb sites)on the samenode.

4.3 AdmissionControl

When the server processingate falls behindthe client demandrate the sener becomesunresponsie
to both premium and basicclasses. To protectthe server from high client loads somerequestamust
be rejected. Naturally, basicrequestgatherthanpremiumrequestshouldbe rejected rst andexisting
sessionshouldbe maintained.Admissioncontrol of basicrequestss triggeredwhenthe server startsto
beloaded.

We have two admissioncontroltrigger parameter®nebasedon the ability of total capacitythe server
andthesecondasednly onits ability to keepup with the performancaelemandf premiumtiers. During
our experimentsve foundthatwhentoo mary total request®enteredthe server premiumtier performance
suffered so lower tier requestsarerejectedto shedload. The secondtriggerswhentherearetoo mary
premiumrequestsvaiting, sincepremiumtier responsienesis essential.

Total requestgiueued:whenthe WebQoSenvironmentreaches programmable triggerpoint,j, the
sener will rejectbasicrequestauntil the total numberof queuedrequestdalls belown j. Note that
thislimit is basedon al requestgiueuedotonrequestgor ary particularclass.

Number of premiumrequestggueued: When the WebQoSenvironment reachesa progranmable

triggerpoint, k, thesenerwill rejectall basicrequestsintil thenumberof queuedremiumrequests
falls below k. Thisrejectionpolicy is sensitve to the waiting time of premiumrequestsAs long as

premiumrequests@renot waiting basicrequestsanbeaccepted.

Rejection in the prototypeis doneby simply closingthe connectionwhich resultsin a “connection
resetby peererror”. A more client-friendly server couldinsteadreturna custonized “sorry sener is too
busy, pleasetry later” HTML responséalthoughthiswill consumeadditional CPU andnetwork resources
thatmight be scarceduring periodsof overload).

4.4 Reques Scheduling

Oncerequestsareclassi ed accordingto oneof the above classi cationschemesandadmittedby admis-
sioncontrolthenthesener mustactuallyrealizedifferentservicelevelsfor eachclassof requestsThisis
doneby selectingthe orderof requeskexecution. Workersareautonomougprocessethat selectrequests
to procesdasedon the schedulingpolicy. The schedulingpolicy may dependon queuelengths.Worker
processemay beableto executerequestgrom any class,or to resere capacityfor higherclassprocesses
may be restrictedto executingpremiumclasstrafc. Below we outline several potentialpolicies. To pre-
sene Apacheworker processdesign,oncea requeshasbeenselectedt will run until completion. Only
thenis theworker available to processanotherrequest.
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Strict Priority schedulesill higherclassrequestbeforelower classrequest®ven whenlow priority
requestarewaiting.

WeightedPriority schedules classbasedon its weightedimportance.For example,oneclasswill
gettwice asmany requestscheduledf its classweightis twice anothers.

Shaed Capacity schedulesachclassto a setcapacityand any non-usedcapacitycan be given
to anotherclass. The classmay also have a minimumresene capacitythat cannotbe assignedo
anotherclass.

FixedCapacityschedulegachclassto a x edcapacitythatcannotbe sharedwith anotherclass.

EarliestDeadlineFirstschedule®asedn thedeadlinefor completion of eachrequest.This canbe
usedto give predictedresponsdéime guarantees.

4.5 Resource Scheduling

To provide even morecontrol, theexecutionof requestseveralmethodscanbeusedto favor theexecution
of workers executingpremium requestsand retardthe executionof basicrequests.The server canset
prioritieson worker threadsor processe$o matchthe priorities of therequest.The“nice” UNIX system
call cangive more CPU to highertiers. Finally, the HP-UX kernelfacility ProcessResourceManager
which is built upona fair shareschedulercan control eachworkers shareof systemresources.Each of
theseschemescan be either statically setup whena worker processs createdor dynamicallychanged
dependingntherequestlassbeingexecuted.

4.6 Apache Source Modi cations

In keepingwith our philosophyof applicationtransparengthe numberof Apachecodechangess min-
imal. Thehttp _main.c le hassmall modi cationsto startthe connectionmanagerprocesssetup
gueuegsoclet pairs),andchangethechild Apacheprocesdo acceptrequestérom theconnectiormanger
processnsteadof directly from the HTTP soclet. Oneadditional le containingabout900 lines of C,
connection _mgr.c , islinked whenbuilding the Apacheserver. Thisnew le containsthe classi ca-
tion policy, enqueuenechanismsjequeueolicies,andconnectiormanageprocessode.

Additional sharednemoryandsemaphoresrerequiredfor our prototype.Sharedmemoryis usedfor
the stateof the queuesand containseachclassqueuelength,nunber of requestsexecutingin eachclass,
last classto have a requestdequeuedandthe total count of waiting requeston all classes.Accessto
sharednemoryis synchronizedhroughthe useof a semaphoreandoneadditionalsemaphores usedto
signalwaiting workerswhenrequestsireavailable.

5 Results

In this sectionwe evauate the performanceof the Apachebasedprototype. We give comparisonsof
responséime, throughputand errorratesfor premiumand basicclientsrunningwith priority scheduling.
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We conparethe performanceof premum and basicclients wherethe premium requestrateis xed and
alsowith the premiumrequestateidenticalto the basicclients. We will demonstraten both caseghat
premiumclientsreceve muchbetterservice quality thanbasicclients. To furtherillustratethe point we
comparea morerealworld metric, sessiorthroughputof premiumclientswith basicclients.

Test resultsare basedon four client machinessimulatingmary clients issuinguniform size HTTP
GETs.Theexperimentaketupis as follows:

. Server: Single-processoK460 (PA-8200 CPU) running HP-UX 10.20,512 MB main memory
100-BaseT network connection.The size of thelisten queueis setto 321 Apachewascon gured
to runwith 32 worker processes.

Clients: Four HP 9000 workstations(two 735/99and two 755/99)running HP-UX 10.20, 100-
BaseTnetwork connectionhttperf  is usedon eachclientto generateéheworkload[11].

Network: 100-BaseT EthernetthroughanHP AdvanceSack Switch 2000.

The four clients communicatewith the server over the 100-BaseTEthernet. On eachclient, the
httperf  applicationis con guredto issuerequestst a given xed rate(e.g.,50 reqg/s)and for a given
staticweb pageof 8 KBytesfor a 5 minuteperiod. Eachrequesthasa 5 secondtimeout,and if no re-
sponsearrives from the sener within thattime period, the client abortsthe connectionand logsanerror.
Thiseffectively setsan upperlimit (excludingconnectiorsetuptime) onresponselelayas measureatthe
client. Thiswill beevidentin thegraphs.At theend of the5 minuteperiod, statisticsarecollectedateach
client (numberof successfulljcompletedrequestsaverageresponseaime for theserequestspnumberof
requestsvhich did not completesuccessfullypnd atthe server (CPU utilization). Theclientrequestates
arethenincreasedndthe processs repeatedyielding a graphwhich showvs performanceasa functionof
increasingfferedload.

Ourresultsarefrom the Apacheprototypeusingpremiumtier strict priority scheduling.e.,lowertiers
areonly executedif no work existsin any highertiers. We also con guredadmissioncontrolto trigger
rejectionwhentherearej or moretotal numberof queuedequestspr whentherearek or more premum
requestvaiting. We evaluatedthe effect of theseparaneterswith le requestgor a variety of sizesand
rates.Throughexperimentatiorwe determinedptimalj andk valuesfor our senertestcon guration.

Threegraphsillustrate experimental resultsfor eachtestcase.The rst gure8 plotsthe percentof
clientrequestshatencounteranerroras afunctionof thetotal offeredclientdemandate(whichis equal
to thesumof premiumand basicclients). Thesecondyraph, gure9, plotsthedatathroughpuin Mb/sec
asa functionof thetotal offeredclient demand rate. Finally, the third graph, gure 10, plotsthe average
responsdime in millisecondsfor all completedclient requestsas a function of the total offered client
demandrate.

In the rstsetof testswe analyzethe errors,byte throughputandresponsdime of a sener handling
onepremiumclientata xed rateof 50 req/sandthreebasicclientswith requestatesthatmonotonically
increaseérom 25-325req/s. This resultsin a maximumcombinedclient demandateof 1025req/s. All
clientrequestarefor a xed objectsizeof 8 Kbytes. This experiment modelsa situationwherethereare

1The listenqueueis setwith thelisten() systemcall and whensetwith avaluethe actual queue length is 1.5 timesthatvalue.
In this casewe are settirg avalue of 48.
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a xed numberof clientswith a subscriptiorfor premiumservice. We hopedto verify if apremiumload
canbe protectedwhile more and more basictrafc is added. As shavn in gure 8 at low requestrates
theserver caneasilysatisfyall client requestand prenium and basicclientsreceve excellentservice.As
the offeredloadincreaseshe basicclientsconsumemore and morebandwidthuntil the server's capacity
is exhaustecat around350req/s. At this point the basicclient requeststart to be rejectedto shortenthe
premiumqgueuelengthand thuswaiting time. Notice thatthe errorsstartto climb only for requestgrom
basicservicetiersasshonvnin gure 8. The premum client doesnot experienceary errorsuntil thevery
endof thetestat 1025req/s(which is nearly threetimesthe maximumcapacityof the server). At this
point the premium client serviceexperiencesa small errorrateof only 3% (notethatthe premum error
rate may be dif cult to readsinceit is a zerofor most of this test). The premiumthroughputis very
well protectedasit appearsasa straightline at 3.4 Mbps while the basicrequestthroughputreachesa
maximum at 350 reg/sandthencontinuesto drop despiteanincreasingequestrateas shavnin gure 9.
In gure 10 theaverageresponséime for premiumclientsasois protectedwhile the basicresponsdime
startsto climb sharplyabove 300req/s.

Thesecondperformanceneasurementrefor premiumand basicclientsthatmonotonicallyincrease
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with eachclientissuinganequalnumberof requestsThesaesultsareshavnin gures11,12,13. All four
clientshave the samerequestatesfor a given pointon eachof thesegraphs.Thus,theproportionof basic
to premium requestss 3:1. For this experiment resourceallocationat the sener is given preferentiallyto
premiumusersandthey alwayshave a larger fraction even whenthe load is well beyond the maximum
capacityof the serverasshovn in  gure12. The premiumclients have betterthroughputand somevhat
bettererror rates. The responsdime is somavhat misleadingsince basicrequestsare only processed
whenthe server canprocesghemquickly, otherwisebasicrequestsarerejectedandtheresponsdimeis
not counted.Thusthe responsdime plotted hereis optimistic sinceit doesnot includerequestshatare
rejectedor encounteran error. The error ratesare not asdifferentas we would like. All the errorsfor
premiumclientsaredueto timeoutswhichwe setto 5 secondsn theclient loadgeneratar

Finally, the sessioncompletiontimesare shavn in gure 14. This analysisbuilds uponthe above
resultsto evaluatea more complex interactionsuchas a pagedownloador creditcardpaynent. For this
graphthe sessiorlengthis de ned to be a sequencef N consecutie HTTP requestsvith minimal inter
arrival time. N rangedrom 2 to 16. Completiontime (i.e. total sessionduration)is plottedin milliseconds
asa functionof the total client requestrate. The premum sessioncompletion timesarethe lower four
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linesandthe steeplyclimbing top four lines arethe sessioncompletiontimesof basicclient sessionsFor
asessionengthof 2 the premiumand basicresponsgimesstartto diverge above 350reg/s.At arequest
rate of 650 the premium sessioncompletiontime is 60 millisecondswhile the basic sessiorcompletion
time hasgrown to 530 milliseconds.Similarly, for asessionengthof 16 the premiumand basicresponse
timesstartto diverge above 350req/s. At arequestrateof 650 the premiumsessioncompletiontime is
450 millisecondswhile the basic sessionrcompletiontime hasgrowvn to 3550 milliseconds. With more
conmplex Web pagesthe differentiationbetweenprenmum and basicsessionconpletion timeswill grow.
Workloadsmeasurementhatwe have conductedf major websitesindicatethata singlepagedownload
mayrequireasmary asS0HTTP requestso theservicequality differentiationresultsin gure 14 areless
thanwhatatypical userislikely to encounteron the World Wide Web.

6 Summary

In this paperwe have motivatedthe needfor Server QoSmechanismso supporttiereduserservicelevels
andprotectsenersfrom client demandoverload. We developedan architecture WebQoS,that cansup-
porttheseQoSbene tstransparentlyo a TCP/IPbasedapplication.Finally we discusse@ prototypethat
realizedthe architectureand illustratedits bene tsthroughexperimentakesults.Speci cally we demon-
stratedthatit canprovide preferentialtreatmento premiumusersfor throughputyesponsdime and error
rates.
Thereare still mary unsohed problemsin providing tiered servicelevels end to end. The rstis

a tighter integration of server and network QoS and the ability to communicateQoS attributesacross

14



network domains.The applicability of QoSroutingto this problemalsoneedsevaluation. Second,more

exible admissioncontrolmechanismsnightemploy a continuumof contentadaptationnsteadf request
rejection. This would resultin the bene t of a server returningdegradedcontentinsteadof rejectinga
request1]. Third, lightweight signallingmechanismsare neededo ensurethat high priority traf c is
given preferentialtreatnment along the path betweenclient and server. This is especiallyimportantfor
e-commerceavorkloadswhere TCP sessiontimesare very short. Finally, the implicationsof endto end
QoSon devicesat the edgeof the network shouldbe exploredto determinewhatbene ts canbe derived
from them
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